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ENCRYPTION: ESSENTIAL TO COMPANY PROTECTION

WITH THE MULTIPLICATION OF THREATS AND THE BLURRING OF THE NETWORK PERIMETER, ENCRYPTION, TRACEABILITY AND
SECURITY RULE MANAGEMENT ARE ESSENTIAL FOR THE COMPANY PREVENTING THEFT

PREVENTING THEFT ENCRYPTING EXCHANGES

Loss or theft of laptops and other mobile devices is a key risk. If Encrypting con dential les and messages enables exchanges
information is encrypted, it is safe from misuse. without fear of information leakage.

Secufity BOX®soeftwarg®
ensures compliance with ©
the company’s security
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To counter “man in the middle” type attacks, a virtual private Extra-professional use of business laptops is frequent. Encryption
network is established after suf cient authentication. ensures sensitive corporate data is protected against misuse.

THWARTING HACKERS PARTITIONING USES




THREE STEPS TO ENSURE THE SECURITY
AND CONFIDENTIALITY OF MOBILE DATA

USER AWARENESS

Ensuring security means guaranteeing confidentia-

lity, applying a kind of insurance approach. Above
all, users must be aware of the risks related to
mobility before a project is set up. Even companies
that are not quoted on the stock exchange have
sensitive information that requires protection.
Senior management and a project manager should
examine the impact on the company. Awareness
campaigns must then be undertaken with all em-
ployees to ensure that the project does not fail be-
fore it has even been completed. The project will
affect all departments in the company. Needs can
be divided up and dealt with one sub-set at a time,
or global objectives can be targeted from the out-
set. In either case, an overall plan should be defi-
ned and good practices implemented, depending on
the urgency of the project.

DEFINING THE RULES

Having completed the risk evaluation, the security
policy must be defined. This charter will give precise
indications about who can do what and how, both
within and outside the company. As well as setting
up the structure, a deployment and certification
policy must also be defined. Internal or external
specialists can be used successfully to operate
mass deployment. Thinking of everything from the
start avoids coming up against technical, operatio-
nal, requlatory or legal hurdles in the various coun-
tries concerned by the deployment. There are many
criteria involved in controlling data confidentiality,
including confidence in the software publisher and
deployment managers. In short, the whole chain
must be under control, from specifications to po-
licy, including the choice of products for each use.

MANAGING CERTIFICATES

If e-mail and file encryption is the engine, digital
certificate and key management is the fuel. Some :
companies will prefer to retain ownership of all their
security information, others choose to integrate
several different products. A third possibility is to :
externalise certificate management to a trusted
third party. Concerning key generation, the solution
must be compatible with the PKI that is planned :
or already in place in the company. In day-to-day
use, the solution must operate in conformity with
the predefined security policy. Mobile devices must :
always connect to the directory, which is updated
continuously by the PKI, supplying digital certifica- :
tes and keys. All the components must therefore be :
ready at the same time to ensure proper operation

of the entire system.

MOBILITY FACING UP TO

DIGITAL THREATS

With wireless networks and increasin-
gly compact, powerful and inexpen-
sive computers, mobile information
technology is making rapid progress,
to the frustration of company security
managers. Indeed, ferreting around
digital heritage looking for confidential
files is a hacker's favourite hobby. To
succeed, a hacker must imitate either a
reqular user or the administrator. Thus
disquised, he can visit shared files,
unknown to anyone. Hackers usually
attack the laptops they encounter

by chance, making the most of an
unprotected wireless access. They
check out the latest documents
opened, easily copying confidential
tables and projects. Sometimes, sen-
sitive documents are sold or modified
before being made public, either for
fun or to spread panic. The perimeter of
computer vigilance must be extended
to wherever employees have to work.
Users themselves must be aware of the
risks to help reduce exposure of confi-
dential documents. There are a certain
number of precautions to he adopted
when using mobile technology and
exchanging confidential documents.
These are often recorded in a security
charter, an instruction manual for
nomad waorkers or an on-line guide
published on intranet. These good
practices are precious assets in limiting
risks and reinforcing the protection of
mobile data.



COMPLETING A SUCCESSFUL SECURITY PROJECT FOR
FIXED AND MOBILE WORKSTATIONS

LIMITING BOTH INFORMATION LEAKAGE AND THE COST OF ENDPOINT SECURITY IS ESSENTIAL.
JEAN-LUC LARGENTON, ARKOON’S STRATEGIC PROJECTS DIRECTOR, RECOMMENDS A DEPLOYMENT

METHODOLOGY.

tations. “A structured approach is better than
empirical deployment with no consideration of

ethod and good deployment practices
are required to create an environment
of trust that includes mobile works-

the needs and organisation of the company”,

explains Jean-Luc Largenton.
Hebelievesthattherightapproachtoensurethe

successofasecurityprojectcomprisesfivestages:

e o preliminary study,

e definition of the company’s security policy,

e drafting of an investment plan,

e solution feasibility and acceptability tests,

e generalised deployment, which may be carried
out globally or in stages.

In this way, the costs incurred by security
deployment are forecast, budgeted and there-
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fore brought under control. The successive steps :
are closely monitored. The successive steps are :

closely monitored. More than a simple check-list

is required. It is important to analyse the results
as well as evaluate actions. “Each step should be :
defined according to the organisational and tech- :
nical context of the company”, he suggests. He
also specifies that security administration should :
help set up a trusted environment (PKI) to deploy :
the company’s security policy. The services to be
supervised include certified cryptography (EAL4+) :
and key management, which are essential to the
encryption of confidential files, directories, disks
or exchanges along a secure connection between :
laptops and the central site as well as unique user
identification. Certified integrators assist the :
company throughout its project, supported by :
Arkoon’s professional services. The first stage is
to produce a model and prototype. Then, the new :
architecture can be defined. Training begins and :

continues until the solution is fully deployed.
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USER ACCEPTANCE IS ESSENTIAL

Ergonomics and response time affect the user’s
acceptance of the systems used to ensure the security
and integrity of the exchanges set up with mobile
workstations. As explained by the IS director of a large
industrial group, “our steering committee has become
aware of digital risks, particularly in mobile situations.
Our decision-makers are conscious of the importance of
data exchanges in the field and they also know the risks
of information leakage in the event of loss or theft of a
PDA or laptop. Regulatory changes mean that all users
must act responsibly and apply a certain discipline of
use. My main difficulty, as security manager, consists
of implementing a protection solution that is adequate,
while imposing few constraints on the user and opera-
tions. Response time, technical and ergonomics criteria
are important. Arkoon’s products and services have
helped me to define the right deployment methodology
and an efficient security management process. This
avoids foolish mistakes and ensures optimal confi-
quration for the network periphery, access to internal
services and the confidentiality of mobile data”




GLOSSARY

Authentication: System associating ri-
ghts with an identity (remote) on the
basis of a password (sometimes uni-
que), a smart card, a biometric device
or a time algorithm run on either side
of the link to validate the remote user’s
connection, for example.

Authentication server: Server checking
the user’s identity, usually name and
password.

AES : Advanced Encryption Standard.
Symmetrical encryption algorithm.

Behavioural analysis: In computer se-
curity, a behavioural analysis includes
the typing movement on the keyboard
or that of the signature or even a study
of the voice.

Biometrics: user identification or tra-
cing technique based on one or more
physical characteristics (fingerprint,
retina, face profile or contour).

Digital certificate: block of data contai-
ning a pair of asymmetric keys, infor-
mation on the bearer of this pair of keys
and the digital signature of the certifi-
cation authority of the individual data.

Digital signature: process generally
based on X.509 certificates enabling
authentication of the author and gua-
ranteeing the integrity of a signed do-
cument.

DES : A symmetric encryption method.
There are other techniques, such as
AES, Triple DES or RSA.

Encryption: data scrambling system. It
is described as symmetrical if the same
key is used to scramble/unscramble and
asymmetrical if a pair of public/private
keys is required.

Firewall: Hardware or software applian-
ce filtering data flows travelling on
the network. Its filtering rules enable
application of an access policy to the
network’s servers and resources. The
firewall router segments the network
into several sub-networks and DMZs.

IPsec : Internet Protocol Security. Se-

cure data transport protocol on IP
agimed at authentication, encryption
and integrity of internet exchanges.

LDAP : Lightweight Directory Access Pro-
tocol. Directory service protocol ensu-
ring the management of identities and
access rights to shared resources.

PKI: Public Key Infrastructure. Key
management infrastructure comprising
procedures, software and equipment
for the creation and management of di-
gital certificates.

Security BOX® : To protect critical in-
formation stored on laptop hard disks
- current projects, product strategies,
development projects — Arkoon’s Se-
curity BOX® software suite proposes
powerful encryption tools and a trusted
infrastructure ensuring transparency,
accessibility and security for the com-

pany.
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Strong authentication: protocol using
two authentication factors to autho-
rise access to the system.

TLS / SSL : Transport Layer Security,
previously Secure Socket Layer. Client-
server protocol ensuring the security of
internet exchanges, initially developed
by Netscape then renamed by IETF in
2001. It provides authentication of the
server, or even the client, exchange
confidentiality (encrypted session) and
integrity of the data exchanged.

UTM : Unified Threat Management. New
type of all-in-one appliance (box). An
evolution of the firewall, a kind of all-
inclusive security solution, comprising
anti-virus, anti-spam, intrusion detec-
tion and filtering.

VPN : Virtual private network, an exten-
sion of the local company network to
provide a security norm to an extended
area via the IPSec or SSL protocol.

X.509 : Standard describing the certifi-
cate structure and the path to the cer-
tification authorities (CR).



FOR MORE INFORMATION ARKON ...

NETWORK SECURITY

Experts recommend that companies protect each laptop
with major security measures to ensure that the loss or theft
of personal, confidential data will be of no consequence.
Arkoon is France’s leader in security, guaranteeing strong
authentication, confidentiality and integrity of exchanges
and shared documents, with centralised management of
the security rules specific to each company.
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